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1. Tliis international preliminary examination report has been prepared by tills International Preliminary 
Ijxamining Aiitliority and is transmitted to tlie applicant according to Ai'ticle 36. 



This REPORT consists of a total 



sheets. 



I ~ r "Tliis fqpoft is'^a^ sibeoinpanied by AlWEXESpLe^sheets^of the descri 

been amended and are the basis for this report and/br sheets containing rectifications made before this Au&ority. 
(see Rule 70.16 and Section 607 of tlie Administrative Instructions under the PCT). 

Tliese annexes consist of a total of ^ sheets. 



3. Tliis report contains indications relating to the following itoms: 
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INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



International application No. 
PCT/USOl/13848 



L Basis of the report 



1. With regard to the elements of the international application:* 
I X I the international application as originally filed 
the description: 



pages L:^ » as originally filed 

pages NONE ^ , filed with the demand 

pages 



NONE , filed with the letter of 



I x| the claims: 

pages 9-1 1 ■ , as originally filed 

pages NONE , as amended (together with any statement) under Article 1 9 

pages NONE , filed with the demand 

pages NONE , filed with the letter of 

I x| the drawings: 

pages Ll? > originally filed 

pages NONE , filed with the demand 

•pages NONE , filed with the letter of 

I x| the sequence listing part of the description: 

= ■ '^pl^^'s^ - ' " NONE" -~ — — --—jzzzzzrrr-- — — r-—"^ — ~ — — ^^^T^sTori g iSa 1 ly^ fil ed-- 

pages NONE , , filed with the demand 

pages NONE filed with the.letter^of. .- 



2. With regard to the language, all the elements marked above were available or furnished to this Aulhoritj' in the language in which 
the inlemational application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language which is: 

I I the language of a translation furnished for the purposes of international search (under Rule 23.1(b)). 
I I the language of publication of the international application (under Rule 48, 3(b)). 

I I the language of the translation furnished for the purposes of international preliminary examination (under Rules 55.2 and/ 
or 55.3). 

3. With regard to any nucleotide and/pr amino acid sequence disclosed in the international application, the international 
preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in printed form. 

I I filed together with the international application in computer readable form. 

I I furnished subsequently to this Authority in written form. 

I I furnished subsequently to this Authority in computer readable form. 

I I The statement that the subsequently fumished written sequence listing does not go beyond the disclosure in the 
L— ' -inteniatioiial application-as-fited-has-been-fiirnished: — 



I I The statement that the information recorded in computer readable form is identical to the \%Titen sequence listing has 
" — ' been furnished. 

4 I x| The amendments have resulted in the cancellation of: 

I ^1 the description, paRes NONE 



0 

1 x| the drawings, sheets/fig NONE 



the claims, Nos. NONE 



5. I I This report has been drawn as if (some oQ the amendments had not been made, since they have been considered to go 

beyond the disclosure as filed, as indicated in the Supplemental Box (Rule 70.2(c)).** 
* Replacement sheets which have been fitrnished to the receiving Office in response to an invitation under Article 14 are referred to 
in this report as "originally filed" and are not annexed to this report since they do not contain amendments (Rules 70.16 
and 70.17), 

**Any replacement sheet containing such ameruiments must be referred to under item 1 and annexed to this report, 
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V. Reasoned statement under Article 35(2) with regard to novelt>', inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. statement 

Novelty (N) 



Claims i-ts 



Claims NONE 



Inventive Step (IS) 



Industi*ial Applicability (lA) 



Claiius i-is 



Claims NONE 



Claims 



Claims NONE 



YES 
NO 

YFS 
l^.O 



YES 
NO 



2. citations and explanations (Rule 70.7) 

Claims 1-18 meet the criteria set out in PCT Article SS(2)-(4). because: 

1. with regard to\laims 1-12, the prior art does not teach or suggest a secure method of transmitting a message between 

a sender node and a recipient node within a network collaboration group, the sender and the recipient sharing a secret 
_ encry ption kej;jind an expected nonce value comprising: 

b. encrypting the message including the expected nonce value and the new nonce value, using the encryption 

^_ _ key} 

c. 
d. 



transmitting the encrypted message from the sender to the recipient; and 
verifying, by the recipient, that the encrypted message includes the expected nonce value; 



2, with regard to claims 1-12, the prior art does not teach or suggest a system for managing communications within 

a network collaboration group, comprising: 

a. means for generating a new nonce value; 

.b. ■ means for incorporating an expected nonce value and the new nonce value in a message to be transmitted; 



c. 
d. 

group; and 
e. 



means for encrypting the message; 

means for transmitting the encrypted message from a sender node of the group to a recipient node of the 
means for verifying, by the recipient node, that the encrypted message includes the expected nonce value; 



5. with regard to claims 1-12, the prior art does not teach or suggest a data-carrying signal for transmitting information 

securely between a master node and a member node of a network collaboration group, the signal being encrypted using an 
encryption key shared by the master and the member, the signal comprising: 

a. the information to be transmitted; - • 

b. an expected nonce value known to the master and the member; and 
(Continued on Supplemental Sheet.) 
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Supplemental Box 

(To be used when tlie space in any of tlie preceding boxes is not sufficient) 


Continuation of: Boxes I - Vm Sheet 10 

V. 2. REASONED STATEMENTS - CITATIONS AND EXPLANATIONS (Continued): 

c. a new nonce value, different than the expected nonce, provided by a sender of the signal; and 

4. with regard to claims 1-12, the prior art does not teach or suggest a method for transmiuing secure messages 
between a master node and a member node of a network collaboration group comprising: 

a. encrypting messages using a key shared by the master and the member, so as to protect confidentiality cf 
the message; and 

b. embedding a plurality of updated nonce values within said encrypted messages so as to provide verifiable 
integrity, authenticity, and freshness for each of said messages, 

NONE 




•: - — - : . 
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